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The Financial Services Conglomerate provides financial products, including gold loans, across multiple

branchesinIndia, necessitating bothdigitalsecurityand CCTV-enabled physicalsecurity. Uninterrupted

connectivity is essential to such security, which is ensured by K7 Security’s SD-WAN solution.
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CCTV feed transmission and remote operations through

VNC. K7 SD-WAN delivers the robust connectivity the

client requires with interconnection redundancy, avoiding
erosion in security and brand value.

» Presence in APAC, GCC, India

» 277 Branches Worldwide

Securing Multi-Branch Connectivity with K7 SD-WAN

The Conglomerate’'s Requirements

Integration with existing firewall

« Branch CCTV feed monitoring from head office
« VNC-based remote access

+ SIM-based failover

« Quick deployment

« Customer-friendly RMA/SLA policies

www.k7enterprisesecurity.com


http://www.k7enterprisesecurity.com

Why The Conglomerate Chose K7

Hassle-free Robust Failover with Rapid RMA/SLA
integration inter-branch multiple enterprise-wide policies that
with existing connectivity connectivity deployment minimise
firewall for enterprise options Mean Time To
digital Recovery
resources (MTTR)
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The K7 Solution

K7 SD-WAN'’s hub-and-spoke technology enables the creation of reliable inter-facility connectivity across widely distributed
operations using locally available ISP facilities.
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Integration with Existing Firewall

The client’s IT team preferred to retain their existing firewall to simplify the transition to the SD-WAN solution. K7’s network
security specialists worked with the client’s IT team to ensure K7’s solution integrated with the third-party firewall with

no configuration conflicts, creating glitch-free network infrastructure.

CCTV, VNC, File Access

The client required

« Uninterrupted transmission of real-time CCTV feeds from each branch office, for monitoring by security officers in
the head office

« Reliable VNC remote access between head office and branches
« File transfer between head office and branches

The client’s IT team were delighted that K7 SD-WAN provided seamless and simultaneous access to the required digital

resources.
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SIM-based Failover

The client’s nature of business requires 100% network
uptime at branches which may be located in regions with
intermittent connectivity, requiring failover to SIM (mobile
internet) to maintain communication with the head office.
The client was pleased that the K7 Connect 500 device
installed in every branch office includes a SIM interface
for SIM-based connectivity, providing automatic failover

between ISP and SIM for uninterrupted communication.

Quick Deployment

The client’s IT team were keen to achieve quick deployment
across all branches that would be included in the SD-
WAN. Physical installation and activation of all devices
were completed by K7’s team in 5 days, ensuring minimal
disruption and quick transition to an SD-WAN-powered

IT environment.

RMA/SLA Policies

The client required RMA/SLA policies that would support
a quick return to normal operating conditions in the event
of device failure. The client was happy that K7 agreed to
replace any K7 SD-WAN component within 2 business
days and a standby device would be made available at the

client’s head office for immediate deployment if required.
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K7's network security solutions help organisations with distributed and diverse
operating environments gain secure and robust inter-facility communication with the
flexibility to use locally available internet facilities. Contact Us to learn more about our
enterprise cybersecurity solutions and how we can help you create secure and cost-

effective enterprise networks.
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