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Moneyratna Group

Delivering secure connectivity for a
comprehensive financial solutions provider

www.k7enterprisesecurity.com


http://www.k7enterprisesecurity.com

The Moneyratna Group provides gold loans, recurring deposits, and microfinance to individuals,
businesses, and communities across a state through a portfolio of organisations. K7 SD-WAN provides
the seamless connectivity they require to maintain security, support, and communications across

widely-distributed branches.
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Offices in remote locations are a must for an inclusive financial services provider, and so is handling real assets
like gold. We needed a solution that could ensure secure and reliable connectivity across our branches, and
K7 SD-WAN is the perfect choice for our requirements. We can now quickly and easily provide remote support,
transfer files securely, and monitor security across our branches. We are very impressed with the reliability and
uptime offered by K7 SD-WAN.

Sankar Roy
Senior Manager IT, Moneyratna Group

Client Snapshot

» 38 Branches
The Moneyratna Group needs robust connectivity to

provide remote support and monitor security across the
» State-wide NBFC Operations organisation. K7 SD-WAN ensures secure and reliable
connectivity across all branches including branches in

remote locations.
» CCTV with 2 Cloud Platforms
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Ensuring Secure Connectivity with K7 SD-WAN

Moneyratna Group's Requirements

Branch CCTV feed monitoring from head office
« Remote access for remote support

« Secure file transfer

« Integration with existing firewall

« Connectivity failover

« Tethered connectivity

« Secure communication

Why Moneyratna Group Chose K7

Robust Hassle-free Failover with USB tethering Multi-tunnel
inter-branch integration multiple VPN
connectivity with existing connectivity

firewall options
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The K7 Solution

K7 SD-WAN, with a K7 VPN Concentrator device in the head office and K7 Connect 500G devices in branch
offices, ensures secure and robust connectivity with support for multiple connectivity options, delivering
100% uptime even in remote locations.

Branch 1 Internet
VPN
LAN
&b
Endpoints —
K7 Connect 500G

puy
Head Office

DVRT Server

TS
——: Y ———

Bra nch N Firewall T Switch

Tethered
Mobile

—

500G

SD-WAN Controller DVR' Server File Server Endpoints
K7 VPN Concentrator

+ Network Management System

b e 2

CCTV, Remote Access, File Transfer

The Moneyratna Group faced several constraints with their existing IT infrastructure:

« Branches utilised either of two CCTV vendors and security teams had to access each vendor’s cloud platform individually

to monitor security at branches, which impaired effective monitoring and speed of response

« Remote support was provided by the IT team first requesting the branch for the ID of the remote device and then
troubleshooting the device, which impaired Mean Time To Repair (MTTR)

« File transfer was accomplished through email or file sharing services which was insecure and impaired timely transfer
of data and associated analysis

The client’s IT team were pleased that K7 SD-WAN enabled
« Single-pane monitoring of CCTV feeds at the Head Office by receiving feeds from branch DVR servers
« Remote support through RDP/VNC without requiring end-user intervention

« Deployment of file server in the Head Office for secure and rapid information exchange
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Integration with Existing Firewall

The Moneyratna Group’s IT team preferred to retain their
existing firewall solution which had been configured to
suit their requirements. K7’s network specialists worked
with The Moneyratna Group’s IT team to integrate K7
SD-WAN and the third-party firewall, delivering seamless

network infrastructure.

Connectivity Failover

The Moneyratna Group was concerned that CCTV
monitoring would be affected by connectivity failure at
branches. They were delighted that K7 SD-WAN supported
automatic failover between multiple internet lines, enabling
them to maintain 100% uptime even in locations with

unreliable connectivity.

Tethered Connectivity

The Moneyratna Group was aware that branches at remote
locations suffered from limited internet services and
intermittent connectivity that could compromise security
monitoring. They were pleased that K7 SD-WAN could
leverage mobile connectivity through USB tethering to
maintain uptime at branches for uninterrupted monitoring

and secure communication.

Simplified VPN

The Moneyratna Group wished to maintain secure
communication between the Head Office and branches,
and between branches, to maintain the integrity of financial
communication. They were happy that K7 SD-WAN enabled
encrypted communication through simplified VPN infrastructure

that did not require a static IP address at branches.
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K7’s network security solutions deliver robust and secure connectivity for
organisations that require 100% uptime even in locations with limited connectivity.
Contact Us for more information on creating secure IT infrastructure with our
enterprise cybersecurity solutions.

N/ K7 SECURITY

Copyright © 2024 K7 Enterprise Security Private Limited, All Rights Reserved.
This work may not be sold, transferred, adapted, abridged, copied, or reproduced in whole or in part in any manner or form or any media without the

express prior written consent of authorised personnel of K7 Enterprise Security Private Limited. All product names and company names and logos
mentioned herein are the trademarks or registered trademarks of their respective owners.

www.k7enterprisesecurity.com

Aug 2024


http://www.k7enterprisesecurity.com
https://www.k7computing.com/in/contact-us

