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Your passwords are the
keys to your digital life.
Don’t make them
easy to crack!

These passwords include
Lowercase and Uppercase
characters, and Numbers

How You Can Protect Yourself

Make Your No Personal

Passwords Loooong! Information! e
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TaKe!Care otiYour,Passwords;and
Your Passwords:WilliTake|Garejof:You

Password hygiene is as important
as personal hygiene!

How You Can Protect Yourself

Passwords — the One Thing You Don’t Reuse
Should Not Recycle! Passwords

Sharing is Not Caring When
It Comes To Passwords




Avoiding|Phish in'the DigitaliSea

It looks legit,
but it is not!

It Could Be a Fake Email

Subject:  Critical security alert for your linked Google Account
From: ) Google <google@team-support.net>
'

Not from the official

Asks for *--=Y Google domain

immediate

action Mouse hover shows

_.-» itdoes notlink to
— ) the official website

~

Spear Phishing will be Specific to You

Familiar tone as if
Personal greeting they know you

Known contact name but
unknown email address

’
Account payroll question  (Exsnsl sboe ®

Ann Carlisle  <homeotficeinternall 9@ gmail.coms

Hella April,

Praase | woud Ska 1o change the account on my payrol 1o a new account. Woud it be sflectve next payday? BUIIdS trust ﬁrSt’ before
sending malicious link/file
or requesting action




Smishing - Phishing through SMS

_..» Generic name for a
trusted role

\) Message conveying
fear and urgency

e URL similar to
genuine URL

How You Can Protect Yourself

Compose.

From: homeoficeinternaliag@igmelicom

Subject: Bonk Alett

Hiopr,

This 15 Wells Fargo Bank Alert. Did yol just charge
'$2,986.76 toyour dccount? Let us know ifnot by

*a @D

If it's urgent, don’t let emotions cloud Look at the style
your judgement. Think before acting of the message

® o | https://www Q

Check the email address
and URL for spelling mistakes




Be Alertifor Phishing'= Everywhere!

Search Results may include Phishing Links

r @brave ) ;
URL does not
.-» match website

brand

jofd v Sale secnch Moderche v Ay Bima

O venmo - Share Payments

Phishing links may m"m

appear near the top ...-- 'u“m.-m-:ﬁn-.—-.-,--?---y Fake website title

of search results gogf;m"’é"‘“ Logs

i B

3 B '
2nd result is > Actual website

Phishing!

& Requests

Wou may know Lpami

ﬁ How are you daing

You're messaging an Instagram acoount
Viru're masadging an IELIGRam Stesunt {yens peghy, Roger H, Peast i bg‘ [
1 you reply, Susan Beck (susan_beck) will akio b
At R e w8 e madiage 1 don't want 1o hear from Roger M. Paadl
1 don't wanit to hear from Susan Beck (susan_beck) (roger_h._poast)

Friend requests from Zero or low followers, User name which is
people who are already but the person you very similar to your
connected with you know has been active contact’s name, with

a long time minor variations through
unusual characters




You May Be Phished through a Fake QR Code

URL is genuine to an The QR code connects

give legitimacy 7 ' to a different URL

This number can be
9> spoofed. It may not be a
call from your bank!

How You Can Protect Yourself
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Enable Multi-Factor Call — and verify that Be sceptical and
Authentication you are speaking to ask questions
the right person
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Follow us on

inBON f X NO

to munch on the best cybersecurity nuggets

www.k7/cybersecurity.com



https://k7cybersecurity.com/?utm_source=Webpage&utm_medium=Comics&utm_campaign=Snackmag-01
https://www.linkedin.com/company/k7-computing
https://www.instagram.com/k7computing
https://www.facebook.com/K7Computing
https://x.com/k7computing
https://www.youtube.com/@k7computing971

